
  

Secure isolatoo io Rust:
virtual machioes, cootaioers, aod

the future of composable iofrastructure

Allisoo Raodal
University of Cambridge

Except where otherwise ooted, liceosed uoder Creatve Commoos Atributoo ShareAlike 4.0 Ioteroatooal.



  

Secure Isolatoo

Host OS

OS OS

OS
OS

OS

OS OS

OS OS

Host OS

OS OS

OS
OS

OS

OS OS

OS OS



  

Secure Isolatoo

Host OS

OS OS

OS
OS

OS

OS OS

OS OS

Host OS

OS OS

OS
OS

OS

OS OS

OS OS



  

Secure Isolatoo

Host OS

OS OS

OS
OS

OS

OS OS

OS OS

Host OS

OS OS

OS
OS

OS

OS OS

OS OS



  

Secure Isolatoo

Host OS

OS OS

OS
OS

OS

OS OS

OS OS



  

a securely isolated process,
ruooiog oo a keroel,

cootaioiog ao OS image



  

libKVM

● Lightweight hypervisor library
● Improve performaoce over QEMU
● Rust for memory safety
● Compatbility with C



  

Memory Safety

● Elimioates a class of security faws (see Szekeres, 2013)

– Spatal errors: out-of-bouods poioter, bufer 
overfow/uoderfow

– Temporal errors: daogliog poioter, oull poioter, use-
afer-free, double free

● Doeso’t elimioate all security faws or 
vuloerabilites



  

Memory Safety io Rust

● Compile-tme checks
● Based oo lioear types (see Wadler, 1990)

● Owoership aod borrowiog (refereoces)
● Mutable (ooe) or immutable (multple) borrows
● Useful for rapid prototype aod loog-term 

maioteoaoce



  

Compatbility with C

● Machioe type coostaots or variables io Rust
      const KVM_CAP_USER_MEMORY: u64 = 3;

● Cao be passed directly to C
      let result = libc::ioctl(self.ioctl.as_raw_fd(),
                               KVM_CHECK_EXTENSION,
                               KVM_CAP_USER_MEMORY);



  

Compatbility with C

● Struct defoed io Rust
      #[repr(C)]
      struct kvm_userspace_memory_region {
          slot: u32,
          flags: u32,
          guest_phys_addr: u64,
          memory_size: u64,
          userspace_addr: u64,
      }

● Has the same aligomeot as C
      struct kvm_userspace_memory_region {
          __u32 slot;
          __u32 flags;
          __u64 guest_phys_addr;
          __u64 memory_size;
          __u64 userspace_addr;
      };



  

Compatbility with C

● Library defoed io Rust, with extern
      #[no_mangle]
      pub extern fn foobar() {
          ...
      }

● Compiled as a dylib
● Produces a .so shared object library
● Cao be used directly io C (or via FFI)



  

Compatbility with C

● Advaotage of modularity (see Szekeres, 2013)

● Build oo top of C code with Rust
● Replace memory safety critcal sectoos of C 

code with Rust



  

A Brief History
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1950s

● “multprogrammiog”  (multtaskiog)
● I/O processors aod multple CPUs 

(multprocessiog)
● multple processes, multple users

– risk of disruptoo
– complex to program

● keroel isolatoo



  

1960s

● Burroughs B5000, capabilites
● M44/44X experimeotal machioe
● CP-40/CMS aod CP-67/CMS for IBM 

System/360



  

1970s

● VM/370 for IBM System/370
● Plessey System 250
● Cambridge CAP computer
● chroot, flesystem oamespaces



  

1980s

● persooal computog
● mooolithic servers
● Iotel iAPX 432 architecture
● IBM System/38
● RISC vs CISC



  

1990s

● DOS oo OS/2, DOS oo Wiodows
● Lioux Keroel
● POSIX.1e capabilites
● Disco
● VMware workstatoo



  

2000s

● Web 2.0, smaller/lighter
● FreeBSD Jails
● Lioux VServer aod OpeoVZ
● VMware for servers (ESX & GSX)
● Deoali, paravirtualizatoo
● QEMU
● Xeo, multteoaocy as a busioess
● Solaris Zooes (cootaioers)



  

2000s

● Amazoo Web Services, cloud
● Lioux oamespaces: process IDs, IPC, oetwork 

stack
● KVM, hardware virtualizatoo
● Google Borg
● cgroups
● LXC



  

2010s

● OpeoStack
● Docker
● Lioux user oamespaces
● Kuberoetes
● Kata Cootaioers (was Iotel Clear Cootaioers)
● ukvm, LightVM



  

2010s

● FreeBSD capabilites, Capsicum
● CHERI
● RISC-V
● Google Fuchsia, capability-based OS
● Spectre, Meltdowo, Foreshadow, L1TF
● OpeoBSD pledge, uoveil
● Opeo Titao



  

What lies ahead?

● Speculatve executoo vuloerabilites iovalidate 
assumptoos about secure isolatoo io VMs aod 
cootaioers

● Memory safety is like fossiog
● Re-examioe the full stack from hardware to 

applicatoo workloads
● Party like it’s 1960



  

Questoos?



  

Further Readiog

● A. Balasubramaoiao, M. S. Baraoowski, A. Burtsev, A. Paoda, 
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io Rust: Beyood Safety” , Proceedings of HotOS ‘17.

● L. Szekeres, M. Payer, T. Wei, aod D. Soog (2013) “SoK: 
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● J. Blaody & J. Oreodorf (2017) Programming Rust: Fast, Safe 
Systems Development, O’Reilly.

● N. D. Matsakis & F. S. Klock, II (2014) “The Rust Laoguage” , 
Proceedings of the 2014 ACM SIGAda Annual Conference on 
High Integrity Language Technology.
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