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libKVM

Lightweight hypervisor library
Improve performance over QEMU
Rust for memory safety
Compatibility with C



Memory Safety

* Eliminates a class of security flaws (see szekeres, 2013)

— Spatial errors: out-of-bounds pointer, buffer
overflow/underflow

- Temporal errors: dangling pointer, null pointer, use-
after-free, double free

* Doesn’t eliminate all security flaws or
vulnerabilities



Memory Safety in Rust

 Compile-time checks

e Based on linear types (see Wadler, 1990)

* Ownership and borrowing (references)

e Mutable (one) or immutable (multiple) borrows

o Useful for rapid prototype and long-term
maintenance



Compatibility with C

 Machine type constants or variables in Rust

const KVM_CAP_USER_MEMORY: u64 = 3;

e Can be passed directly to C

let result = libc::ioctl(self.ioctl.as_raw _fd(),
KVM_CHECK_EXTENSION,
KVM_CAP_USER_MEMORY) ;



Compatibility with C

e Struct defined in Rust

#[repr(C)]

struct kvm_userspace_memory_region {
slot: u32,
flags: u32,
guest_phys_addr: u64,
memory_size: ub64,
userspace_addr: u64,

}
 Has the same alignment as C

struct kvm_userspace_memory_region {
_u32 slot;
_u32 flags;
__ub4 guest_phys_addr;
__u64 memory_size;
__u64 userspace_addr;



Compatibility with C

e Library defined in Rust, with extern

#[no_mangle]
pub extern fn foobar() {

}

 Compiled as a dylib
* Produces a .so shared object library
e Can be used directly in C (or via FFI)



Compatibility with C

o Advantage of modularity (see szekeres, 2013)
e Build on top of C code with Rust

 Replace memory safety critical sections of C
code with Rust
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1950s

“multiprogramming” (multitasking)

/O processors and multiple CPUs
(multiprocessing)

multiple processes, multiple users
- risk of disruption
- complex to program

kernel isolation




1960s

* Burroughs B5000, capabilities

e M44/44X experimental machine

e« CP-40/CMS and CP-67/CMS for IBM
System/360




197/0s

« VM/370 for IBM System/370
e Plessey System 250

« Cambridge CAP computer

e chroot, filesystem namespaces




1980s

personal computing
monolithic servers
Intel IAPX 432 architecture
IBM System/38
RISC vs CISC




1990s

DOS on OS/2, DOS on Windows

Linux Kernel

POSIX.1e capabilities
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2000s

« Web 2.0, smaller/lighter

* FreeBSD Jails

e Linux VServer and OpenVZ
 VMware for servers (ESX & GSX)
* Denali, paravirtualization

« QEMU

« Xen, multitenancy as a business
e Solaris Zones (containers)



2000s

Amazon Web Services, cloud

Linux namespaces: process IDs, IPC, network
stack

KVM, hardware virtualization
Google Borg

CEroups

LXC



2010s

OpenStack

Docker

Linux user namespaces

Kubernetes

Kata Containers (was Intel Clear Containers)

ukvm, LightVM



2010s

* FreeBSD capabilities, Capsicum

« CHERI

e RISC-V

* Google Fuchsia, capability-based OS

e Spectre, Meltdown, Foreshadow, L1TF
 OpenBSD pledge, unvell

 Open Titan

)




What lies ahead?

Speculative execution vulnerabilities invalidate
assumptions about secure isolation in VMs and
containers

Memory safety is like flossing

Re-examine the full stack from hardware to
application workloads

Party like it's 1960
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Further Reading

e A. Balasubramanian, M. S. Baranowski, A. Burtsev, A. Panda,
Z. Rakamari¢ & Leonid Ryzhyk (2017) “System Programming
in Rust: Beyond Safety”, Proceedings of HotOS ‘17.

L. Szekeres, M. Payer, T. Wei, and D. Song (2013) “SoK:
Eternal War in Memory”, Proceedings of the 2013 IEEE
Symposium on Security and Privacy.

 J. Blandy & J. Orendorff (2017) Programming Rust: Fast, Safe
Systems Development, O’Reilly.

e N. D. Matsakis & F. S. Klock, 11 (2014) “The Rust Language”,
Proceedings of the 2014 ACM SIGAda Annual Conference on
High Integrity Language Technology.
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